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Introduction

The caBIG™ CTMS Workspace Reporting SIG would like to thank all the members of the workspace who contributed to this whitepaper - members of the NCI, particularly CTEP, and the critical contributions of BAH, CTIS, and Theradex. This document is divided into major sections: 

· An Executive Summary highlighting the findings presented in this document

· Background and Current Environment, which discusses both the existing environment and changes that have occurred in both technology and in the operation of the cancer centers that are relevant to this document

· Recommendations where the detailed recommendations are presented 

With the exception of the Executive Summary, these sections are not independent, as many of the points made in this document can easily be misinterpreted without the full context presented.

This document highlights the needs for reporting standards that are embodied in caBIG™, including common data definitions, federated reporting requirements, and grid enabled data exchange through caBIG™-compatible mechanisms as enablers of clinical research. The objective of this whitepaper is to delineate the requirements for interoperable reporting and present a set of practices that each institution can adopt. The principles and best practices emerging from caBIG™ activities will enable all participating institutions to achieve reporting interoperability in an appropriate, secure, manageable, and self-paced manner. Reporting interoperability is highly desirable, and will benefit reporting between cancer centers, between the cancer centers and federal entities, and potentially between federal entities as well. In these recommendations, we have not explicitly developed an implementation plan or a data definition harmonization plan (this is already underway at the NCI). We do, however, recognize the importance of developing an implementation and a data harmonization plan in achieving these objectives. 

We want to stress that the immediate implementation of all of the points in these recommendations would be neither prudent nor particularly useful to the community. Rather, by moving toward these objectives in stages the community will be able to move together and reach the desired level of harmonization and interoperability while not disrupting day-to-day activities.

Executive Summary

The objectives of the recommendations made in this whitepaper on Reporting Interoperability are:

1. To simplify the process of submission of regulatory reports

2. Improve the accuracy/control of the submission and receipt process for reports to regulatory agencies

3. Provide the guidelines for the secure and automated exchange of these reports. 

To achieve these objectives, our recommendations can be summarized as follows:

1. CTMS and CDUS Reporting data fields should be harmonized to the extent possible.

2. Central reporting systems should provide the capability for cumulative updates in addition to incremental updates.

3. Data submitted to CTMS and CDUS be available in a set of standardized reports and that all data submitted by an reporting group be made available to that group via standard reports.
4. Data should be sent securely to each system with immediate acknowledgement and verification of the data, to the extent possible. caBIG™ architectural principles should be used in designing the transmission mechanism.

Before providing the recommendations, a discussion of the existing environment and rationale leading to the recommendations in Background and Environment is included below. 

Background and Current Environment

Although this section focuses on CTMS and CDUS reporting, many of the same issues are relevant to other reporting bodies. This whitepaper highlights some additional requirements for electronic reporting and recommendations for improving interoperability in these processes. This document does not examine existing direct entry systems or methods.

The Clinical Trials Monitoring Service (CTMS) and the Clinical Data Update System (CDUS) are mechanisms by which cancer clinical research centers provide study data to the NCI.  The systems were developed independently for different purposes and, therefore, have different data definition requirements and different available capabilities for reported data to be compiled into useable reports by the reporting site.  In addition, since these systems were developed prior to the CDEs, neither system utilizes CDEs in the caDSR.  

Various clinical trial reporting agencies require mechanisms by which study data must be provided electronically.  These electronic transmissions occur with various frequencies and require multiple formats and data definitions.  The Reporting SIG has identified a need for a recommended method for data verification and acknowledgements regarding these transmissions.

CTMS and CDUS Reporting
The CTMS has been in place for many years and undergone several revisions.  It provides for the monitoring of data and safety for phase I and early phase II studies where CTEP holds the IND, has a CRADA, or where CTEP has determined that a study needs more comprehensive and/or timely monitoring due to the agent, delivery, or disease process.  A significant number of data fields are included in the system due to the monitoring needs of these types of studies.  The data are provided to the system via multiple mechanisms, including remote data entry into ACES, faxed CRFs, and electronic data transfers. The current electronic data transfer mechanisms, although electronic, do not align well with the architectural recommendations of caBIG™, nor are they Silver level compliant.

The CDUS was developed in 1997 and has evolved via continuing system enhancements.  CDUS reports are submitted for all DCTD and DCP sponsored trials (Phase 1, 2, and 3).  CTEP uses these data to meet its drug development, patient safety, and FDA reporting responsibilities.   The amount of information required for submission varies depending on certain characteristics of the trials.  Information detailing who is required to submit CDUS reports, which studies must be reported, and the required data elements can be found in the “Clinical Data Update System (CDUS): Instructions and Guidelines”.  CDUS reporting is accomplished via web entry, paper reports, or electronic data transfer.  In addition, the CTMS provides reports to the CDUS for CTMS-reported studies where CTEP holds the IND.  CDUS reporting is required quarterly except for the CTMS-to-CDUS reporting, which occurs monthly.

The types of standard reports from CTMS that are available to the site based upon transmitted data is very limited, difficult to read due to the current organization of data, and often are considered not customizable enough for investigator’s use. The CDUS types of reports available are limited by the amount of data entered. The reports are lengthy but do not contain comprehensive information. The CDUS Help Desk can help users to generate otherwise not available reports. However, these reports are not easily interpretable. 

Any system written as part of the caBIG™ initiative or that will be written at individual cancer centers will need to account for the system-specific characteristics of these two reporting systems and will need to allow investigators to retrieve a set of necessary standard reports from the data transmitted in a comprehensible and logical manner. 

Data Submission using Electronic Transmission

CTMS, CDUS, CTEP, FDA, etc, require timely and accurate submissions of clinical trial data. Each of these transmissions requires a different format and different electronic submission mechanism. Some of these mechanisms do not provide immediate verification or acknowledgement of the receipt of a transmission.

These require data submissions may include information on trials, subjects, therapies and events.  Each reporting agency has a distinct set of formats that define the structure and coding of this data. Each agency determines its own transmission model, some requiring a complete data set, others, incremental updates to previous transmissions.  The trial identifiers that are sent must match a set of predefined identifiers that are on file at the reporting agency. The adoption of caBIG™ principles including the use of the caDSR will dramatically decrease the effort required for institutions to submit data to these organizations.

For any electronic submission, “transmission acknowledgement” can be categorized as belonging to one of two categories. The first category is Transfer Validation (i.e.:  did the recipient get the complete contents of the transfer accurately, audit information on transfer source, date, time, file size).  The second category is Data Validation (i.e.:  Is the content of the transmission accurate as far as record counts, has the data parsed according to the reporting agency’s business rules without error).
Some common techniques that are used for Transfer Validation are “Application level cyclic-redundancy checks” (CRC), MD5 (Verification algorithm for secure compressed transmissions), and SFV (Simple File Verification).  Typical transfer verification reports include the following: Username, Filename, Location, Mode (binary, ASCII), Date/time, Before and After byte counts.

Data Validation normally includes a report indicating each type of record that was parsed with a count of these records.  This report generally includes a list of any errors that have been found that do not pass the reporting agency’s business rules or indicate that no errors have been found.
Definitions for the CDUS Data Confirmation Reports

Successful Log Report:

Identifies, by table name, the count of records with no errors

Error Log Report:

Identifies, by Error ID and table name, the types of errors to be corrected and re-submitted

Caution Log Report:

Identifies, by Error ID and table name, the types of errors to be reviewed as the submitted requested data has been updated

Note:  The Successful log, Error log, and Caution log are generated with every load and their contents are specific for that load.  The Error log and the Caution log identify, by table name, the count of records both with no errors and those with errors

Summary Report

Generated with every load and is a complete listing by status (rejected/pending/successful/exceptions) of every protocol's submission that is either expected or submitted for that quarter. Identifies, by protocol number, the count of attempted submissions and the date of the latest submission.   The listing is specific to the primary submitter at the site.  

Error Description Report

Generated with every load. Identifies, by Error ID and description, all possible reasons for rejection or for further review by the submitter

Data encryption: CTEP has recently initiated a secure FTP (sftp) project to enhance security and confidentiality when transferring files over the Internet. While this addresses the ability of third parties to intercept and interpret submissions, it could be more effective by providing submitters real time acknowledgement, in particular traceable data validation receipts.

Based on the caBIG™ principle of interoperability, sftp is not the best method for securely submitting to and receiving acknowledgements from the NCI. sftp does provide a secure channel for data transmission and a low level assurance that the transmission was recieved. However, sftp does not provide an easily implemented solution for an application layer receipt of transmission. sftp, which uses ssh (secure shell protocol) to establish a secure channel, is secure but requires considerable additional effort to build flexible handshaking into connections.

Data encryption recommendation:For these reasons, we view the use of SSL-encrypted http (https) to be the ideal secure transmission mechanism, and further recommend the use of secure web services as the mechanism around which all lightweight transmission services should be designed. Secure web services use SSL for the encryption layer, http as the transmission protocol, and SOAP as the structure for data exchange. SOAP is an XML-based exchange protocol and is fully XML-compliant. Web services are stable, mature, and clients and servers can be implemented in a number of languages on nearly any platform with a variety of open source and commercial tools. 

Details on sftp are available through the UNIX man command and the paper by T. Ylonen and S. Lehtinen, SSH File Transfer Protocol, draft-ietf-secsh-filexfer-00.txt, January 2001. Details on SSL are similarly available.

Authentication: The second part of secure transmission is the authentication of the remote user in a secure manner. The identity management/registration process can be managed in Kerberos, but this consists primarily of a username/password combination, which is insufficiently rich to manage identity across institutions. Kerberos is normally incorporated into a more sophisticated directory system such as OpenDirectory or Microsoft Active Directory. Both of these directories are based on LDAP, but are focused on managing identity in an enterprise rather than across a federation of institutions.

Identity management: LDAP (the Lightweight Directory Access Protocol) is the foundation for a good identity management scheme. LDAP meets the criteria of being an open standard that has been widely adopted. 

Authorization: Authorization requires the association of an authenticated user with an approved role. The ability of the owners or the stewards of a system to trust the identity of a user and that user’s affiliations and function at an organization is a fundamental requirement for a federated identity management system. We propose using the Shibboleth model, which employs Kerberos, LDAP and SSL for secure inter-institutional identity management incorporating both authentication and authorization. Shibboleth is an Internet 2 working group and has been adopted by a number of Internet 2 institutions and is on the adoption path of nearly all Internet 2 institutions.

Recommendations

1: Harmonization of CTMS and CDUS Data Fields

It is recommended that the NCI move toward harmonized CTMS and CDUS systems, to the degree possible, to minimize system-specific efforts.  The harmonization should be done by publishing to or utilizing CDEs from the caDSR. The same CDE (data definition) would be used for elements with the same semantic meaning.  For example, adverse event data elements that use the same published CDE would be completely interoperable. 

An example of this harmonization would be a consistent definition for gender across all systems. At the current time CTMS represents gender with an ‘M’ and ‘F’ while CDUS represents gender with a ‘1’ and a ‘2’ code.  The NCI has recently begun the work of making the CDUS reporting system CDE compliant.  Therefore, the first recommendation is that the NCI continue the CDUS CDE compliance and caDSR integration process.  These CDEs would ideally come from already established and well-adopted coding standards such as SNOMED or MedDRA whenever possible, and not simply entail taking existing definitions and loading them into the caDSR. 

The second, related recommendation is that the NCI initiate the same process for the CTMS, and map elements to existing well-accepted coding standards, nearly all of which are already represented in the NCI MetaThesaurus. 

2: Allow cumulative updates to central systems

Allowing cumulative as well as incremental updates will lower the barrier for submission for the institutions required to report to the NCI. This implies that it would be the responsibility of each reporting institution to resubmit all data, not just changed data. The benefit for each reporting institution is that changed records can be submitted in entirety, thereby eliminating the need for a special syntax to detail the differences from the initial submission.  For instance, currently submissions to CTMS are expected on a bi-weekly, incremental basis. Each incremental submission should include only new records and those updated since the last submission.  The requirement to track exact changes greatly increases the complexity of the resubmission process for each reporting group. The intent of this recommendation is to lower the complexity of the electronic data submission process. It is recognized that the implementation of this recommendation will increase both the volume of data being transmitted as well as the complexity of data processing for the receiver, as well as lowering the barrier for submission for reporting groups. While cumulative updates may put more burden on both the receivers and the submitters, we believe it gives them more explicit control of the submission process, provides a more consistent reporting mechanism, and reflects best practices already in place locally for submissions.

3: Reports Requested from Data Submissions

The CTMS and CDUS systems need to allow users (data submitters in particular) to generate necessary standard reports on an ongoing basis. The harmonization of available reports can be accomplished most efficiently by providing a central reporting service to both of the systems. The NCI has recently begun the work of making the CDUS system capable of providing a set of standard reports.  Therefore, the first recommendation is that the NCI continue to develop a standard reporting mechanism and harmonize those reports across reporting mechanisms.  The second recommendation is that the NCI initiate the process to make all data submitted to CTMS available to the submitting institution in the same set of standard reports, via a single reporting mechanism.

4: Secure Data Submission/Transmission Acknowledgements

The Reporting SIG has identified a need for a recommended method for the secure transmission of data and the accompanying verification and acknowledgement receipt. This white paper examines briefly data encryption, authentication, identity management and authorization. The use of open standards for each of these components is both possible and desirable. Open security standards that accommodate secure encryption of arbitrary data include ssh and SSL. For transparency, ease of deployment and the widest acceptance by the community we recommend SSL as the transmission encryption standard. For authentication, the Kerberos system developed by MIT and others is an open standard, has been widely adopted and has been incorporated into closed systems such as Microsoft Active Directory. For identity management, the use of LDAP again meets the criteria of being an open standard that has been widely adopted. For authorization, we propose using the Shibboleth model, which employs Kerberos, LDAP and SSL for secure inter-institutional identity management incorporating both authentication and authorization. For many of the NCI reporting purposes, authentication, identity management, and authorization are of secondary concern compared with secure data transfer using data encryption of the transmission/acknowledgement process. 
Secure data transmission. Any transmission and acknowledgement should occur over a secure channel. The secure channel used should enable two-way application layer secure communication and be based on open standards and widely accepted technology. SSL, and in particular https and secure web services meet these criteria. For truly seamless communication, a registered, commercial certificate is recommended for SSL certificates, as this reduces the complexity of managing the certificates for both the sender and the receiver of data through these channels. We recommend the use of web-based SSL connections for secure data submission, and in particular recommend the use of secure web services for these submissions, as this enables two-way connections. For the near-term we limit our recommendation to securely encrypted data exchange, but we recommend phasing in a federated identity management system that leverages open standards for authentication, identity management and authorization. Secure transmission, data transmission and acknowledgement, authentication, identity management and, of course, auditing of the entire exchange process are achievable and desirable goals that are all in alignment with caBIG™ principles and will be enabled by caBIG™ compliant tools.

Finally, the Reporting SIG recommends that Data Transfer and Data Validation reports are developed and returned to the submitter in real time, as part of the submission process, following each transmission.  The Reporting SIG further recommends re-examining the recently initiated Secure FTP CTEP project and the ability of a protocol like SFTP to provide immediate and traceable acknowledgments of acceptance for each submission.
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